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1. ABSTRACT

One of the most important strategies of any country for the integrated and comprehensive development of all regions is
the distribution of energy infrastructure with the aim of expanding industries, creating employment, providing public
services and preventing the migration of residents of border areas. Therefore, reducing the vulnerability of oil and gas
infrastructures is important due to their critical role in life, because even a short interruption in the provision of oil and
gas infrastructure services will have irreparable effects on the various activities of the country in critical conditions. In
this article, after reviewing the different methods of risk assessment using FEMA's method, first the oil and gas assets of
the border provinces were screened, then identification and evaluation of vulnerabilities and the risk of each asset is
calculated based on threats. Finally, solutions are provided to reduce the risk in the oil and gas infrastructure of the border
provinces.
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2. INTRODUCTION

Sustainable energy resources is one of the important requirment to develop a country. So that most of the investments are
spent on providing energy sources and its processing infrastructure. The experiences of wars during the last half century
show that border areas have always been under military threat due to the ease of access, wide geographical area,
concentration of centers of gravity, facilities and manpower. In addition, terrorist and technological threats can be a source
of threat in various ways. Iran's income depending on oil, gas and petrochemical industries although sensitivity and ability
of this industry for ignition and explosion raise requirements of comprehensive and codified program in the field of
passive defense and crisis management for enemy attacks and vulnerability in cyber space. It’s clear that stopping the
operation and servicing of oil and gas networks can cause great financial and political damage to countries. The main aim
in this article related to while examining the vulnerable points in the border areas, seeks to provide solutions to protect
and reduce the vulnerability of the infrastructures needed by the people in the border areas.

3. MATERIALS AND METHODS

The research method is usually set based on the nature of the subject and the goals of each research. During various stages,
it has been tried to investigate the important infrastructures of the border provinces with scientific and systematic
knowledge, and finally, by recognizing and evaluating the vulnerability of these infrastructures, it is possible to reduce
possible damages. Our research method in the current study is quantitative and descriptive-analytical in terms of approach.
In this article, using the FEMA method, first the oil and gas assets of the border provinces were screened, then
identification and evaluation of vulnerabilities and the risk of each asset is calculated based on threats. Finally, solutions
are provided to reduce the risk in the oil and gas infrastructure of the border provinces.

4. RESULTS AND DISCUSSION
In this study, the FEMA failure mode analysis method was used to determine the risk number in assets. In this method,
risk refers to the potential of damage or loss of assets and calculation based on the relationship between asset value, threat
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and vulnerability. To calculate the asset value, first the assets of the province are identified and screened, and then the
assets are evaluated based on the value tables prepared according to series of indicators. These indicators include;
Economic or capital value, functional value, uniqueness and the possibility of replacement, the level of coverage of users
and the necessity of continuity of performance in times of crisis. In the second section, first using three methods;
Examining internal and external library sources, extracting the opinions of experts and specialists in the field of crisis
management and passive defense of the province and checking the records of intentional man-made threats in the
province, identifying the basic threats and then calculating the threat number using the assessment indicators. In the third
part, we identify the vulnerabilities and then calculate the vulnerability number of each asset using the evaluation
indicators. Finally, we calculate the risk number of each asset using the asset value number, the threat number and the
vulnerability number.

5. CONCLUSION
After calculating the risk number of each asset, it is possible to determine the assets with high, medium and low risk using
solutions mentioned in the text to reduce their vulnerability according to the conditions of each asset.
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